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 Back to InsightsAre Your Customers Committing Friendly Fraud?
 Blog Post • October 07, 2016
 “Friendly fraud”—a type of eCommerce fraud where customers are issued a chargeback after claiming an order was never received or that they never made the charge—is a growing problem for retailers.       
Managing eCommerce fraud is extremely challenging, leaving many merchants stuck between elevated exposures and disrupting valuable customer experiences. Going it alone means merchants must invest heavily in fraud detection tools, collaborate with third-party agencies, and dedicate numerous resources to mitigating fraud. A daunting task for sure. However, digging a little deeper, there is an even more troubling trend at play.

Most eCommerce fraud is perpetrated by criminals using compromised information to make unauthorized purchases. However, there are much less suspect customers to watch out for—customers with impeccable digital risk profiles that pass every fraud screening test but make authorized purchases and later claim them as unauthorized. It’s difficult enough to effectively sniff out the traditional fraudsters, much less battle disputes from “good” customers who simply don’t want to pay for their merchandise.

This type of common first party fraud is known as “friendly fraud.” And just as fraud trends evolve over time, friendly fraudsters alter their tactics to stay a step ahead of unsuspecting merchants. Friendly fraudsters order a product or service and provide legitimate billing and shipping information. After receiving their order, they contact the merchant or their card issuing bank and dispute the charge. Friendly fraudsters use various false claims to substantiate their dispute. They may claim:


	The order never arrived.
	The service was never rendered.
	They don’t recognize the transaction.
	The transaction was unauthorized.
	The goods were damaged.

They may also circumvent the bank and make a false claim directly with a merchant’s customer service team who might be quick to accommodate the request in order to keep the customer happy, including shipping a replacement without requiring the return of the alleged damaged item.
While these scenarios might not align with traditional eCommerce fraud, intentionally creating an invalid claim is indeed fraudulent; merchants must be adept at managing friendly fraud or it can be costly. Consider these facts:


	Merchants lost $11.8 billion to cases of friendly fraud in 2012 and 40% of consumers who engage in friendly fraud will do so again within the next 90 days, according to Visa.
	Friendly fraud has risen 41% since 2011 and 86% of chargebacks are linked to friendly fraud, according to a CBS News report.
	Friendly fraud is one of the top three threats to eCommerce, according to the FBI.


Digging deeper into the friendly fraud problem

Friendly fraud is very complex and it is difficult for a merchant to validate if a customer’s claim is warranted. A customer’s order might have been stolen from his doorstep or delivered to the wrong address. It may be an honest mistake, where the customer doesn’t recognize the charge because the order was placed by a member of his household without his knowledge, or he may be confused by a billing description that is from a third- party processor, not the actual merchant.

The complexity is exacerbated further by the customer bypassing the merchant and going directly to the payment processor to dispute the charge. Research from Verifi shows that 86% of the time cardholders will not contact the merchant until after a dispute was filed—or even worse, not at all. Now the merchant is faced with a labor intensive manual process and the potential for additional losses in the form of chargeback fees levied by the payment provider.

Any chargeback activity on a transaction means that the merchant will incur costs, ranging from the chargeback processing fees and acquirer fees to operational and labor costs. With payment processor rules usually favoring customers over the merchant, there is no guarantee that the merchant will win—even if the chargeback representment is followed to the letter.

Since the burden of proof and cost lies with the merchant, it is the merchant’s responsibility to collect all supporting facts in documentary form, which can include address verification, CVV verification, IP address information, and product delivery and confirmation records. Subsequently, the merchant needs to decide the right course of action—challenge or accept the liability—based on compelling evidence, the dollar value of the disputed charge, and the potential chargeback fees.


What to do when good customers turn bad
	Clearly communicate: Merchants should be upfront and clear with customers about their policies and practices, especially regarding billing, shipping, and refunds. Merchants should also immediately email order invoices and product details, and ensure that the billing descriptors are clear. This will make it easier for the customer to recognize the charge and lessen the possibility of the charge being disputed.
	Know your customer: Merchants should use chargeback data and customer service data to analyze a customer’s profile and identify abusive claim patterns. Customers’ claim history and chargeback data (for both fraud and non-fraud issues) will help pinpoint friendly fraud and improve prevention methods. Merchants should look for customers who are repeatedly filing disputes or contacting customer service teams directly to get a refund. In order to combat friendly fraud, it is very important for merchants to know their customers and, more importantly, know the repeat offenders. By maintaining a list of customer names, shipping addresses, and other data points from customers claiming non-receipt, damaged merchandise, etc., merchants can cross reference this information when a new order is placed. If the same customer, shipping address, or other data point is repeatedly associated with claims, it is likely that this person is committing friendly fraud and the appropriate action can be taken.
	Enforce stricter order processing: Once repeat offenders are identified, make a signature mandatory for proof of delivery for all future orders from these customers. This measure will help protect the merchant from chargeback issues and it will increase the shipping cost for the customer. Both the signature and higher shipping fee should be red flags for the customer that he is under increased scrutiny, and will hopefully deter him from making future attempts of friendly fraud. Merchants can also establish a variety of parameters around friendly fraud customers such as limiting the total dollar value of an order. Ultimately, the goal is to frustrate friendly fraudsters by making order processing stricter to prevent fraud and protect the merchant if a chargeback issue arises.
	Put customers on notice: For chronic abusers, extreme measures might be warranted. Notify customers in writing that no further refunds will be issued due to repeated, unwarranted claims. Also, the merchant should have the customer sign an affidavit prior to processing any future orders. Doing so will help absolve the merchant of chargeback liability on any future online purchases. However, merchants should weigh the possibility of negative repercussions on social media and customer reviews against the fraud risk.
	Leverage chargeback representment: A merchant’s chargeback team should aggressively fight and refute chargebacks that indicate abusive customer claims patterns. Engaging in representment informs the bank that the merchant is not liable and, most importantly, sends a message to the card issuer that more due diligence is required the next time the customer requests a bank issued refund by initiating a chargeback.

Friendly fraud case study
The following real world case study of friendly fraud worked by a professional chargeback team provides some valuable insight.
Background: This case study is for a single online transaction of jewelry items totaling $46,000. During order processing, the online order was flagged for manual review by the merchant’s third-party professional fraud investigators. The order information was verified with the customer by phone, as well as with the credit card issuing bank prior to approval. With all information verifying and matching to the customer, the order was processed and fulfilled. The shipment was confirmed to be delivered and received by the customer including a signature confirmation, per the carrier’s website.
Customer initiates a refund request with the merchant’s customer service: The customer contacted the merchant’s customer service team and claimed she received store magazines and catalogs in the shipping box, but not the jewelry she ordered. She demanded a refund. The merchant’s chargeback team conducted an extensive review of the claim and confirmed the merchandise was packaged and shipped in a secure environment, with due diligence. Based on the evidence, the team concluded that the claim was in fact fraudulent—one more perpetrator trying to score big with friendly fraud. As a result, the merchant denied the refund request.
The customer still insisted she did not receive the ordered items. To further investigate the customer’s claim, the merchant initiated a carrier investigation. The carrier confirmed the merchandise was delivered to the authorized shipping address and a signature was obtained as proof of receipt. The customer’s refund request was again declined by the merchant.
Customer disputes the charge with the card issuing bank: Since the customer’s claim was declined by the merchant, the customer then contacted the credit card issuing bank and disputed the transaction, claiming she did not receive the merchandise. The chargeback team reviewed the customer’s transaction history and interactions with the merchant’s customer service team. This led to a suspicion that this was a case of friendly fraud. The chargeback team collaborated with a third-party investigation team and requested a customer account review and investigation. The third-party team found a recent criminal case with a United States carrier involving another high dollar purchase. In fact, the customer had multiple claims with different merchants that were very similar to the claim under investigation.
Compelling evidence compiled to refute the chargeback claim: In order to refute the claim, the chargeback team compiled supporting documentation that included itemized order details, proof of delivery, and proof of customer interactions. The proof of delivery was comprised of the full audit trail, from packaging at the warehouse and delivery by the carrier to a delivery confirmation receipt with the signature proof. Since the standard proof of delivery required by the payment processor dispute rules may not have been sufficient, the chargeback team worked together with the merchant, carrier, and payment processor teams to carefully analyze and gather all additional compelling evidence to refute the customer claim. With the merchant’s cooperation, the chargeback team even collected a video recording of the merchandise being packed and shipped.

During the investigation the merchant confirmed that magazines and catalogs were no longer shipped by mail—a change that was made two years prior. The carrier investigation report was also provided as additional evidence to make the chargeback representment more powerful. The combined evidence made a strong case that the customer received her merchandise and was issuing a false claim.
Representment outcome: The first chargeback representment was decided in the merchant’s favor. However, the customer did not give up. The customer maintained her claim of non-receipt and filed a second dispute, which sparked a pre-arbitration chargeback cycle. The pre-arbitration chargeback claim was again challenged by the chargeback team using the documented compelling evidence. The credit card issuer did not dispute the transaction further in arbitration and the case was ultimately won in the merchant’s favor.
From this real life example, it’s clear the lengths some customers will go to commit friendly fraud. It also demonstrates the time consuming, labor intensive nature of fighting friendly fraud. It requires not only knowing your customers, but knowing when to fight. And once the battle stance is struck, merchants must be prepared with fact-based, compelling evidence—because right or wrong, the burden of proof falls to the merchant.
Not all customers are created equal… How well do you know yours?

Detecting fraud is a balancing act that Radial does with a proven combination of machine learning, big data, and human intelligence to deliver the highest approval rates in the industry while guaranteeing zero fraud liability. Best of all, our full-service payments and fraud offerings are backed by our conversion promise: we get paid nothing unless your order converts.


Interested in Radial’s eCommerce fraud prevention solutions?


  Learn More 
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    We use cookies on our website to give you the most relevant experience by remembering your preferences and repeat visits. By clicking "Accept All", you consent to the use of ALL the cookies. However, you may visit "Cookie Settings" to provide a controlled consent.
Cookie Settings Accept All



Manage consent
   Close Privacy Overview
This website uses cookies to improve your experience while you navigate through the website. Out of these, the cookies that are categorized as necessary are stored on your browser as they are essential for the working of basic functionalities of the website. We also use third-party cookies that help us analyze and understand how you use this website. These cookies will be stored in your browser only with your consent. You also have the option to opt-out of these cookies. But opting out of some of these cookies may affect your browsing experience.

 

  Necessary    Necessary 
  Always Enabled 
Necessary cookies are absolutely essential for the website to function properly. These cookies ensure basic functionalities and security features of the website, anonymously.	Cookie	Duration	Description
	cli_user_preference	1 year	Set by the GDPR Cookie Consent plugin, this cookie is used to store whether or not the user has given consent for cookie usage. It does not store any personal data.
	cookielawinfo-checkbox-advertisement	1 year	Set by the GDPR Cookie Consent plugin, this cookie is used to record the user consent for the cookies in the "Advertisement" category .
	cookielawinfo-checkbox-analytics	1 year	Set by the GDPR Cookie Consent plugin, this cookie is used to record the user consent for the cookies in the "Analytics" category .
	cookielawinfo-checkbox-functional	1 year	Set by the GDPR Cookie Consent plugin, this cookie records the user consent for the cookies in the category "Functional".
	cookielawinfo-checkbox-necessary	1 year	Set by the GDPR Cookie Consent plugin, this cookie is used to record the user consent for the cookies in the "Necessary" category .
	CookieLawInfoConsent	1 year	Set by the GDPR Cookie Consent plugin, this cookie records the default button state of the corresponding category along with the status of CCPA.
	viewed_cookie_policy	1 year	The cookie is set by the GDPR Cookie Consent plugin to store whether or not the user has consented to the use of cookies. It does not store any personal data.





  Functional   functional

Functional cookies help to perform certain functionalities like sharing the content of the website on social media platforms, collect feedbacks, and other third-party features.	Cookie	Duration	Description
	__cf_bm	30 minutes	This cookie, set by Cloudflare, is used to support Cloudflare Bot Management.
	_li_id	2 years	Leadinfo places two 1st party cookies that only provides Radial insights into the behavior on the website. These cookies will not be shared with other parties.
	_li_ses	session	Leadinfo places two 1st party cookies that only provides Radial insights into the behavior on the website. These cookies will not be shared with other parties.
	lpv138061	30 minutes	This LPV cookie is set to keep Pardot from tracking multiple page views on a single asset over a 30-minute session. For example, if a visitor reloads a landing page several times over a 30-minute period, this cookie keeps each reload from being tracked as a page view.
	visitor_id138061	1 year	The Pardot visitor cookie includes a unique visitor ID and the unique identifier for the Pardot account. For example, the cookie name visitor_id12345 stores the visitor ID 1010101010. The account identifier, 12345, makes sure that the visitor is tracked on the correct Pardot account. The visitor value is the visitor_id in the Pardot account. This cookie is set for visitors by the Pardot tracking code.
	visitor_id138061-hash	1 year	The Pardot visitor hash cookie contains the account ID and stores a unique hash. For example, the cookie name visitor_id12345-855c3697d9979e78ac404c4ba2c66533 stores the hash 855c3697d9979e78ac404c4ba2c66533, and the account ID is 12345. This cookie is a security measure to make sure that a malicious user can’t fake a visitor from Pardot and access corresponding prospect information.





  Analytics   analytics

Analytical cookies are used to understand how visitors interact with the website. These cookies help provide information on metrics the number of visitors, bounce rate, traffic source, etc.	Cookie	Duration	Description
	_ga	2 years	The _ga cookie, installed by Google Analytics, calculates visitor, session and campaign data and also keeps track of site usage for the site's analytics report. The cookie stores information anonymously and assigns a randomly generated number to recognize unique visitors.
	_ga_X5L4QD6SPV	2 years	This cookie is installed by Google Analytics.
	_gat_UA-8721228-1	1 minute	A variation of the _gat cookie set by Google Analytics and Google Tag Manager to allow website owners to track visitor behavior and measure site performance. The pattern element in the name contains the unique identity number of the account or website it relates to.
	_gid	1 day	Installed by Google Analytics, _gid cookie stores information on how visitors use a website, while also creating an analytics report of the website's performance. Some of the data that are collected include the number of visitors, their source, and the pages they visit anonymously.
	pardot_utm_campaign	1 month	This cookie is set by Radial to track a visitor's original utm_campaign value.
	pardot_utm_content	1 month	This cookie is set by Radial to track a visitor's original utm_content value.
	pardot_utm_medium	1 month	This cookie is set by Radial to track a visitor's original utm_medium value.
	pardot_utm_source	1 month	This cookie is set by Radial to track a visitor's original utm_source value.
	pardot_utm_term	1 month	This cookie is set by Radial to track a visitor's original utm_term value.





  Advertisement   advertisement

Advertisement cookies are used to provide visitors with relevant ads and marketing campaigns. These cookies track visitors across websites and collect information to provide customized ads.	Cookie	Duration	Description
	_fbp	3 months	This cookie is set by Facebook to display advertisements when either on Facebook or on a digital platform powered by Facebook advertising, after visiting the website.
	_uetmsclkid	3 months	This is the Microsoft Click ID, which is used to improve the accuracy of conversion tracking.
	_uetsid	1 day	This contains the session ID for a unique session on the site.
	_uetvid	1 month	UET assigns this unique, anonymized visitor ID, representing a unique visitor. UET stores this data in a first-party cookie.
	AnalyticsSyncHistory	1 month	Used by LinkedIn to store information about the time a sync took place with the lms_analytics cookie.
	ANID	13 months	This cookie is used to show Google ads on non-Google sites.
	bcookie	1 year	LinkedIn sets this cookie from LinkedIn share buttons and ad tags to recognize browser ID.
	bscookie	1 year	LinkedIn sets this cookie to store performed actions on the website.
	CLID	1 year	Identifies the first-time Clarity saw this user on any site using Clarity.
	fr	3 months	Facebook sets this cookie to show relevant advertisements to users by tracking user behaviour across the web, on sites that have Facebook pixel or Facebook social plugin.
	guest_id	2 years	Twitter installs the guest_id cookie to enable Twitter integration and for social media advertising. This cookie helps to track user behaviour for marketing, to enable sign in and personalize the user's Twitter experience across devices.
	guest_id_ads	2 years	Used by Twitter to assign a unique id to guest users of their content for the purposes of advertising.
	guest_id_marketing	2 years	Used by Twitter to assign a unique id to guest users of their content.
	IDE	13 months	This cookie is used to show Google ads on non-Google sites.
	lang	session	LinkedIn sets this cookie to remember a user's language setting.
	li_gc	2 years	Used by LinkedIn to store consent of guests regarding the use of cookies for non-essential purposes.
	li_sugr	3 months	Used to make a probabilistic match of a user's identity outside the Designated Countries
	lidc	1 day	LinkedIn sets the lidc cookie to facilitate data center selection.
	MR	session	Indicates whether to refresh MUID.
	muc_ads	2 years	Twitter sets this cookie for tracking and targeting purposes.
	MUID	1 year	This is a Microsoft cookie that contains a GUID assigned to your browser. It gets set when you interact with a Microsoft property, including a UET beacon call or a visit to a Microsoft property through the browser.
	personalization_id	2 years	Twitter sets this cookie to integrate and share features for social media and also store information about how the user uses the website, for tracking and targeting.
	pxrc	2 months	This cookie is used for analytics and orchestration purpose provided by Demandbase products. This cookie is used to deliver adverts more relevant to you and your interests. It is also used to limit number of times you see an advertisement as well as help measure the effectiveness of the advertising campaign
	rlas3	1 year	This cookie is used for analytics and orchestration purpose provided by Demandbase products. This cookie is used to deliver adverts more relevant to you and your interests. It is also used to limit number of times you see an advertisement as well as help measure the effectiveness of the advertising campaign.
	tuuid	1 year	This cookie is used for analytics and advertising services provided by Demandbase products.
	tuuid_lu	1 year	This cookie is used for analytics and advertising services provided by Demandbase products.
	U	3 months	LinkedIn uses this browser Identifier for users outside the Designated Countries.
	UserMatchHistory	1 month	LinkedIn sets this cookie for LinkedIn Ads ID syncing.
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