
Mastering Retail Payments
and Fraud Protection

A smooth checkout means happier customers and bigger profits. But there are 
many roadblocks between “Add to Cart” and “Payment Approved.” 

Retailers that master payments and fraud drive higher satisfaction – and 
higher profits. Find out how in our new point-of-view paper, “Five Actions 
on Retail Payments and Fraud Protection You Need to Take Now.”
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High-income Millennials in particular are 
omnichannel and speed-focused.

Of companies rank 
improving customer 
satisfaction a top-three 
reason for embracing 
digital commerce.1

for Better Experiences – and More Conversions

62%

Of high-income Millennials 
are Amazon Prime members.

*>$70,000/year

*Ecommerce, airline ticketing, 
money transfer, banking services 9

80%

Of smartphone-enabled 
customers make mobile 
payments at physical 
points of sale.4

35%

in 20171,632

126%

in 2018

Increase in stolen consumer 
records with personally identifiable 
information (PII) 8

1,244

Respond to “buy” 
buttons.5

Click on shoppable 
photos.5

And online merchants must accept more payment types.

But ecommerce fraud remains 
a major challenge.

In part that’s because physical POS 
security has improved.

Annual Online 
Payment-Fraud Losses*

Mobile commerce especially is becoming popular.

High-Income* Millennial Smart Payments3

89%Credit card

50%Smartphone

41%Wearable

Digital Payment Methods Accepted 
by North American Retailers 6

Data breaches

645M
per second10

Records exposed

50% 18%32%

45% 30%25%

43% 32%25%

Apple Pay

MasterPass

Visa Checkout

43% 25%32%Mobile POS

36% 30%34%PayPal

34% 27%39%Google Pay

28% 46%26%Chase Pay

25% 56%19%Retailer private label

20% 55%25%Samsung Pay NFC

$22B
2018

$48B

2023

Accept In 2 years Wait and see

Of retailers say 
implementing new, 
emerging digital and 
mobile payment types 
is their top payment-
related initiative for 
the next 18 months.7

33%

Of retailers say fighting 
fraud is their top 
payment-related 
initiative for the next 
18 months.13

But today, satisfaction must extend across
more channels.
2018 Holiday Season Shopping 2

91%In store

84%Online

75%Both

No wonder fraud and chargebacks 
remain major headaches.

Top 3 Payment-Related Challenges12

55%Fraud

45%Cost of payment
processes

35%Chargebacks

$130B Amount retailers will lose 11

14% Compound annual growth of card-not-present 
fraud from 2018 to 2023

So fraudsters now focus on ecommerce.

Decrease in card-present 
payment fraud for Europay, 
Mastercard and Visa (EMV) 
chip-enabled merchants  
between 2015 and 201810

80%

In addition, conversion rates remain low.

U.S. Digital Shopper Conversion Rates14

Traditional
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3.7%

4.1%

Tablet

1.6%Smartphone

But effective fraud protection can optimize sales conversions 
and revenue streams.

Retail Fraud-Protection Rates15

Industry Average

Rejected orders

Manual reviews

Lost revenue

35% 25%39%

3%

16%

1.5%

1%

<2%

0%


